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Top Stories 

• Nine companies based in Japan and two executives will plead guilty and pay more than 
$740 million for their roles in separate price fixing schemes on more than 30 automotive 
products. - U.S. Department of Labor (See item 5) 

• The U.S. Securities and Exchange Commission announced an emergency asset freeze 
against MRI International and its owner for allegedly running an $800 million Ponzi 
scheme targeting thousands of investors. - U.S. Securities and Exchange Commission (See 
item 7) 

• The U.S. Department of Justice’s inspector general announced that agents from the Bureau 
of Alcohol, Tobacco, Firearms and Explosives lost track of at least 420 million cigarettes 
and misused some of the $162 million in profits through unauthorized investigations. - 
Associated Press (See item 34) 

• Enbridge Inc. discussed plans to repurpose about 40 percent of the Ceresco Dam in 
Michigan after purchasing the dam. - Associated Press; Battle Creek Enquirer (See item 

48) 
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Energy Sector 

1. September 26, Seattle Times - (Washington) Ex-employee pleads guilty to stealing 
$1.1M from Seattle Public Utilities. A former Seattle Public Utilities (SPU) employee 
pleaded guilty September 26 to stealing over $1 million from the utility after authorities 
discovered he diverted checks written to SPU from developers and homeowners for 
projects and installations and deposited them into his private account. He was charged 
in March 2012, a year after officials audited the utility’s financial controls and fired 
four other employees for improper access. 

Source: http://blogs.seattletimes.com/todav/2013/09/ex-employee-pleads-guilty-to- 
stealing- 1 - lm-from-seattle-public-utilities/ 

2. September 26, Scranton Times Tribune - (Pennsylvania) $1M fine levies on UGI 
approved. UGI- Penn Natural Gas will pay a $1 million civil penalty after the 
Pennsylvania Public Utility Commission approved a settlement September 26 due to 
alleged allegations that the utility was not compliant with State and federal regulations 
following repairs made to gas leaks in April 2012. The utility will also conduct third- 
party audits and implement computer recording and tracking of leak survey results. 
Source: http://thetimes-tribune.com/news/business/lm-fine-levied-on-ugi-approved- 
1.1559243 

3. September 26, KOMO 4 Seattle - (Washington) PSE to pay $275K for north Seattle 
home explosion. The Washington Utilities and Transportation Commission reached a 
settlement with Puget Sound Energy after the utility agreed to pay a $275,000 penalty 
as a result of a complaint stemming from a September 2011 natural gas explosion that 
destroyed a north Seattle home and left 2 injured. 

Source: http://www.komonews.com/news/tocal/PSU-to-pav-275k-fine-for-North- 
Seattle-home-explosion-225434022.html 

For another story, see item 48 
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Chemical Industry Sector 

Nothing to report 
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Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 
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Critical Manufacturing Sector 

4. September 26, Los Angeles Times - (National) Toyota recalls 615,000 Sienna 
minivans to fix roll-away problem. Toyota announced September 26 that it will recall 
615,000 model year 2004-2005 and 2007-2009 Sienna vehicles due to an issue with the 
shift lever assembly that could allow the vehicle to move out of park without the driver 
depressing the brake pedal. 

Source: http://www.latimes.com/business/autos/la-fi-hv-toyota-sienna-recall- 
20130926,0,6159346.story 

5. September 26, U.S. Department of Justice - (International) Nine automobile parts 
manufacturers and two executives agree to plead guilty to fixing prices on 
automobile parts sold to U.S. car manufacturers and installed in U.S. cars. Nine 
companies based in Japan and two executives agreed September 26 to plead guilty and 
pay more than $740 million for their roles in separate schemes to fix prices on more 
than 30 automotive products sold to U.S. car manufacturers. The price fixing affected 
more than $5 billion in automotive parts sold to U.S. manufacturers. 

Source: http://www.fbi.gov/news/pressrel/press-releases/nine-automobile-parts- 

manufacturers-and-two-executives-agree-to-plead-guilty-to-fixing-prices-on- 

automobile-parts-sold-to-u.s.-car-manufacturers-and-installed-in-u.s.-cars 
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Defense Industrial Base Sector 



Nothing to report 
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Financial Services Sector 

6. September 26, Reuters - (International) U.S. SEC charges ex-ChinaCast execs with 
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fraud, insider trading. The U.S. Securities and Exchange Commission September 26 
charged the former CEO and former president of China-based ChinaCast Education 
Corp. for allegedly illegally transferring $41 million to a subsidiary and then outside 
the company and for allegedly engaging in insider trading to avoid losses of $200,000. 
Source: http://www.reuters.com/article/2013/09/26/sec-chinacast- 



idUSL2N0HMlNl 201 30926 



7. September 26, U.S. Securities and Exchange Commission - (International) SEC freezes 
assets in Ponzi scheme targeting investors in Japan. The U.S. Securities and 
Exchange Commission September 26 announced an emergency asset freeze against Las 
Vegas-based MRI International and its owner for allegedly running an $800 million 
Ponzi scheme targeting thousands of investors, primarily living in Japan. 

Source: http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370539844572 

8. September 26, Las Vegas Review -Journal - (Nevada) Las Vegas man convicted in 
$15 million mortgage fraud scheme. A Las Vegas man was convicted September 26 
of conspiracy to commit mail and wire fraud for his role in a $15 million mortgage 
fraud scheme. The man was the tenth and final defendant convicted in the scheme that 
ran between 2005 and 2007. 

Source: http://www.reviewioumal.com/news/crime-courts/las-vegas-man-convicted- 
15-million-mortgage-fraud-scheme 

9. September 26, U.S. Securities and Exchange Commission - (Connecticut) SEC 

charges accountant for Madoff clients in role in creating false books and records. 

The U.S. Securities and Exchange Commission September 26 charged a Connecticut 
resident and longtime accountant at Bernard L. Madoff Securities LLC with allegedly 
assisting in the company's Ponzi scheme by creating inaccurate trade confirmations and 
fake data and records to deceive clients. 

Source: http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370539845290 

10. September 25, Reuters - (National) Citigroup to pay Freddie Mac $395 million to 
settle flawed mortgage claims. Citigroup agreed September 25 to pay $395 million to 
Freddie Mac to settle claims of flaws in 3.7 million mortgages it sold to Freddie Mac 
between 2000 and 2012. 

Source: http://www.huffingtonpost.com/2013/09/26/citigroup-freddie- 
mac n 3991796.html 
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Transportation Systems Sector 

11. September 27, WCTV 46 Thomasville - (Florida) Pedestrian, dog killed in 

Crawfordville Highway crash. A fatal accident closed the northbound lane of U.S. 
Route 319 in Wakulla County for 2 hours September 27. 

Source: http://www.wctv.tv/home/headlines/Fatal-Crash-At-Crawfordville-Hwy-And- 
Taff-Dr-225491562.html 
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12. September 27, WLUK 11 Green Bay - (Wisconsin) Two vehicles crash. A two-vehicle 
accident shut down Highway 41 in Winnebago County for 5 hours September 26-27. 
Source: http://www.foxllonline.com/news/local/fox-cities/crash-closes-2-lanes-of- 
highway-4 1 -in-neenah 

13. September 27, Associated Press - (Indiana) Semi crash, fire shuts down 1-65 near 
Lafayette. A semi-truck crash and fire shut down all lanes of Interstate 65 near 
Lafayette for several hours September 27. 

Source: http://www.wane.com/news/national/ap-national/semi-crash-fire-shuts-down- 
i65-near-lafayette 74577608 

14. September 26, KTVZ 21 Bend - (Oregon) Crews cleaning up 3,500-gallon Hwy. 26 
fuel spill. A semi-truck overturned and spilled 3,500 gallons of fuel September 24 on 
the Warm Springs Indian Reservation, which prompted authorities to close part of 
Highway 26 for several hours. Fuel spilled into land near Beaver Creek along the 
highway. 

Source: http://www.ktvz.com/news/fuel-tanker-truck-hits-elk-crashes-10Q0s-of- 
gallons-spill/-/4 13192/221271 74/-/ 1 01521xz/-/index .html 

15. September 26, Our Colorado News - (Colorado) Man hospitalized after motorcycle 
crash closes highway. An accident shut down a stretch of Colorado State Highway 86 
between Franktown and Castle Rock for several hours September 26. 

Source: http://www.ourcoloradonews.com/castlerock/news/man-hospitalized-after- 
motorcycle-crash-closes-highway/article aec293dc-26dl-lle3-b938- 
Q01a4bcf887a.html 

16. September 26, Ashville Citizen-Times - (North Carolina) Fatality reported in 1-26 
crash. A fatal two- vehicle collision shut down both directions of Interstate 26 in 
Woodfin for 4 hours September 26. 

Source: http://www.citizen-times.com/article/20130926/NEWS01/130926019/Fatality- 
reported-26-crash 

17. September 26, Florida Times-Union - (Florida) Jacksonville deals with first Friday 
morning rush hour without the Mathews Bridge. Both directions of the Mathews 
Bridge in Jacksonville were closed indefinitely after a large cargo ship struck the bridge 
September 26 and caused significant damage while it was being towed. Approximately 
109,000 vehicles travel across the bridge daily. 

Source: http://iacksonville.com/news/crime/2013-09-26/story/919am-update- 
jacksonville-deals-first-friday-morning-rush-hour- without 
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Food and Agriculture Sector 

18. September 27, Associated Press - (Colorado) Colorado cantaloupe farmers arrested 
in Listeria outbreak that killed 33. Two owners of Jensen Farms were arrested on 
charges stemming from a 2011 Listeria epidemic that killed 33 people. Federal 
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prosecutors said the farm owners were arrested on misdemeanor charges of allegedly 
introducing adulterated food into interstate commerce. 

Source: http://www.foxnews.com/health/2013/09/27/colorado-cantaloupe-farmers- 
arrested-in-listeria-outbreak-that-killed-33/ 



19. September 26, U.S. Food and Drug Administration - (National) Safeway recalls 
several varieties of Angel Food Cake due to undeclared soy and milk allergens. Six 

Angel Food Cake products were voluntarily recalled by Safeway because the products 
contain undeclared allergens soy and milk. 

Source: http://www.fda.gov/Safety/Recalls/ucm370125.htm 

20. September 26, Food Safety News - (Kentucky) One dead, 11 sick in Hopkins County 
Salmonella outbreak. Hopkins County Health officials confirmed that the number of 
Salmonella cases in the county has risen to 11, with 1 death. The source of the outbreak 
is unknown. 

Source: http://www.foodsafetvnews.com/2013/09/one-dead-ll-sick-in-hopkins-county- 
salmonella-outbreak 

21. September 26, Arkansas City Traveler - (Kansas) Fire reported at Creekstone. A fire 
on a conveyer belt shut down production at the Creekstone Farms Premium Beef plant 
in Arkansas City September 26. 

Source: http://www.arkcity.net/news/breaking news/article fd4a220a-262b-l le3-8fla- 
Q01a4bcf887a.html 

22. September 25, Packer - (New York; North Carolina) USDA restricts New Farm, 
Parker Products for PACA violations. The U.S. Department of Agriculture 
sanctioned Brooklyn, New York-based New Farms Inc. and Goldsboro, North 
Carolina-based Parker Products for failing to pay reparation awards, a violation of the 
Perishable Agricultural Commodities Act. 

Source: http://www.thepacker.com/fruit-vegetable-news/USDA-restricts-New-Farm- 
Parker-Products-for-PACA-violations-225253612.html 
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Water and Wastewater Systems Sector 

23. September 26, Pittsburgh Tribune-Review - (Maryland; Pennsylvania) Ross water- 
testing company loses accreditation over missteps. The Pennsylvania Department of 
Environmental Protection announced September 25 that Microbac Laboratories Inc. 
would give up State accreditation for its Baltimore lab and pay a $60,000 fine after an 
April inspection uncovered 50 violations. The Baltimore lab also served clients 
throughout Pennsylvania. 

Source: http://triblive.com/business/headlines/4771394-74/company-dep- 
lab#axzz2 g 1 0 gb aHi 

24. September 26, Mobile Press-Register - (Alabama) Fairhope wastewater plant to get 
$10.8 million upgrade, improving discharge into Mobile Bay. The City of Fairhope 
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approved a $10.8 million project September 23 to upgrade and add to the city’s aging 
sewer plant. The project will also help regulate the discharge of harmful chemicals into 
Mobile Bay. 

Source: http://blog.al.com/live/2013/09/fairhope wastewater plant to g.html 

25. September 26, U.S. Environmental Protection Agency - (Hawaii) U.S. EPA awards 
Hawaii $1.1 million to control polluted water runoff. The U.S. Environmental 
Protection Agency awarded a $1.1 million grant to Hawaii to implement its Polluted 
Runoff Control (PRC) Program aimed at protecting coastal waters and coral reefs from 
polluted surface water. 

Source: 

http://vosemite.epa.gOv/opa/admpress.nsf/0/f6698c374a37c55185257bf2006eb5d870p 

enDocument 



26. September 26, KCNC 4 Denver - (Colorado) Contaminated water a concern for 
Boulder County well owners. Tests conducted on private wells the week of September 
16 revealed that nearly 70 percent of the wells tested in Boulder County contained 
coliform and E. coli bacteria. The Boulder County Health Department began testing 
household samples for free andis conducting whole-house chlorinations. 

Source: http://denver.cbslocal.com/2013/09/26/contaminated-water-a-concem-for- 
boulder-county- well-owners/ 

27. September 25, South Carolina Department of Health and Environmental Control - 

(South Carolina) DHEC issues emergency regulation, expands investigation into 
PCBs found at water treatment plants. The South Carolina Department of Health 
and Environmental Control released a 90-day emergency regulation to identify the 
source of illicitly discharged substances containing polychlorinated biphenyls into the 
wastewater collection system. High concentrations of the contaminants were identified 
in several public wastewater treatment plants, prompting the emergency action by the 
State. 

Source: http ://w w w . scdhec . gov/administration/news/20 1 3/nr20 1 30925-0 1 .htm 

28. September 25, Calhoun Times - (Georgia) City utilities flushing water line to better 
service and water quality. Calhoun Utilities announced it would complete the flushing 
of zone two by October 2 as part of the utilities effort to continue flushing water lines 
around the city to eliminate sediment and deposits from the water. Zone designation is 
based on the source and line sizes of the flow of water. 

Source: http://www.calhountimes.com/view/full story/23679345/article-City-utilities- 
flushing-water-lines-to-better-service-and-water-quality?instance=home Most popular 
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Healthcare and Public Health Sector 



29. September 26, WESH 2 Daytona Beach - (Florida) Hundreds of patients’ medical 
records found in trash. The Port Orange Police Department is actively investigating 
after hundreds of medical records containing patient’s Social Security numbers were 
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found in a dumpster behind a retail store. The records contained the address of a 
deceased Ormond Beach chiropractor. 

Source: http://www.wesh.com/news/central-florida/volusia-county/hundreds-of- 
patients-medical-records-found-in-trash/-/12983450/22121784/-/rq6hom/-/index.html 
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Government Facilities Sector 

30. September 27, Kane County Chronicle - (Illinois) Carpentersville man charged in 
courthouse bomb threats. Police charged a man September 26 accused of making 
fake bomb threats against Kane County court buildings September 4 and threatening 
that many people in the county would die. 

Source: http://www.kcchronicle.com/2013/09/26/carpentersville-man-charged-in- 
courthouse-bomb-threats/a2tsidg/ 

31. September 26, WTOP 103.5 FM Washington, D.C. - (Maryland) Package not a threat, 
Frederick Community College reopened. The Frederick Community College in 
Maryland was evacuated for 3 hours September 26 after a suspicious package was 
found in the Cougar Grill area on campus. Police deemed the package safe and 
reopened the college. 

Source: http://www.wtop.com/70/3465496/Package-not-a-threat-Frederick- 
Community-College -reopened 

32. September 26, WUSA 9 Washington, D.C. - (Maryland) Police: 8 students injured at 
Md. high school. Eight students were injured in the parking lot of Northwestern High 
School in Hyattsville after a car drove into the lot and failed to stop. 

Source: http://www.wusa9.com/news/article/276433/44/Police-8-students-iniured-at- 
Md-High-School 

33. September 26, WD10 10 Duluth - (Minnesota) Fire rips through building at Bemidji 
college campus. Crews responded to a fire at the Oak Hills Christian College in 
Bemidji September 25 that destroyed 50 percent of a Camp Oak Hills building on 
campus. Authorities are investigating the cause of the fire. 

Source: http ://ww w. wdio .com/article/stories/s3 172225 .shtml 

34. September 25, Associated Press - (National) US: ATF misplaced 420 million 
cigarettes in stings. The U.S. Department of Justice’s inspector general announced 
September 25 that agents from the Bureau of Alcohol, Tobacco, Firearms and 
Explosives acted without authorization and conducted several undercover 
investigations of illegal tobacco sales, lost track of at least 420 million cigarettes, and 
misused some of the $162 million in profits from the investigations. The inspector 
general recommended stricter guidelines for documenting, tracking, and reviewing 
proceeds from the bureau’s undercover tobacco stings. 

Source: http://news.yahoo.com/us-atf-misplaced-420-million-cigarettes-stings- 
151426820— politics.html 
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Emergency Services Sector 

35. September 26, Lexington Herald-Leader - (Kentucky) Two-time escapee is returned 
to Fayette County jail. Police caught a Fayette County jail inmate September 26 that 
escaped from medical transport September 23. This was the inmate’s second escape 
within a week. 

Source: http://www.kentuckv.com/2013/09/26/2844938/two-time-escapee-returned-to- 
fayette.html 

36. September 26, WJBK 2 Detroit - (Michigan) DPD officer, businesswoman charged in 
credit score scheme. A Detroit police officer and an Oakland County business woman 
were charged with taking part in a scheme involving fake police and false credit 
reports. The business woman would receive payments on behalf of her company, 

Bright Star Consulting, LLC, leading clients to believe their credit scores would be 
improved, and instead filed false police reports with the officer’s help, claiming the 
clients’ identities were stolen. 

Source: http://www.mvfoxdetroit.com/story/23543477/dpd-officer-businesswoman- 
charged-in-credit-score-scheme 

37. September 26, Associated Press - (California) 2 held for alleged theft, robbery of OC 
police. Two newly released inmates were detained September 25 after allegedly trying 
to steal a cellphone from an off-duty Orange County police officer and stealing the car 
keys of another officer while it was parked in a garage. 

Source: http://www.utsandiego.com/news/2013/sep/26/2-held-for-alleged-theft- 
robbery-of-oc-police/ 
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Information Technology Sector 

38. September 27, Help Net Security - (International) Cybercriminals exploit most 
news within 22 hours. Commtouch Security Lab found that campaigns designed to 
spread malware by exploiting news stories had began exploiting a story on average 
about 22 hours after an event during the last 3 months. 

Source: http://www.net-security.org/malware news.php?id=2602 

39. September 27, Softpedia - (International) Over 70% of WordPress installations 
are vulnerable to hackers. Researchers at WP WhiteSecurity found that over 70 
percent of the Alexa top 1 million WordPress Web sites are vulnerable to attacks due 
to outdated WordPress installations. 

Source: http://news.softpedia.com/news/Over-70-of-WordPress-Installations-Are- 
Vulnerable-to-Hackers-386828.shtml 

40. September 27, Softpedia - (International) Unique Vintage hacked, server infected 
with malware since January 2012. Unique Vintage notified customers that 
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personal and credit card information was compromised after they identified malware 
on their systems that had been in place since January 2012. The compromised 
information is comprised of names, email addresses, phone numbers, and credit card 
numbers. 

Source: http://news.softpedia.com/news/Unique-Vintage-Hacked-Server-Infected- 
with-Malware-Since-January-2012-386718.shtml 



41. September 26, Threatpost - { International) Cisco IOS update patches eight 
vulnerabilities. Cisco released an update for its internetwork operating system (IOS) 
infrastructure product that closes 8 vulnerabilities, 5 of which are denial of service 
(DoS) vulnerabilities, with the remaining 3 involving different components in the 
device. 

Source: http://threatpost.com/cisco-ios-update-patches-eight-vulnerabilities 

42. September 26, Ars Technica - (International) Apple fixes a pair of lock screen 
bugs with iOS 7.0.2 update. Apple released an update for its iOS 7 mobile 
operating system which closes two lock screen issues that could allow access to the 
Photo app or allow calls to be made. 

Source: http://arstechnica.com/apple/2013/09/apple-fixes-a-pair-of-lockscreen-bugs- 
with-ios-7-0-2-update/ 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org 
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Communications Sector 

43. September 27, WECT 6 Wilmington - (North Carolina) Thousands of AT&T 
customers impacted by internet outage. An AT&T representative reported two 
hardware outages in the Wilmington area September 26 impacted Internet services for 
approximately 11,000 people for several hours. The service has since been restored. 
Source: http://www.wect.com/storv/23539720/att-internet-outage-impacts-thousands- 
of-customers 
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Commercial Facilities Sector 



44. September 27, Al.com - (Alabama) 2 injured, 2 in custody after knife attack at 
Huntsville club. The Madison County Sheriffs office is investigating a September 26 
fight at the Foxx Tails club in Huntsville that left two men hospitalized with knife 
wounds while two others were in custody for questioning. 
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Source: http://blog.al.eom/breaking/2013/09/2 injured 2 in custody after k.html 



45. September 26, U.S. Department of Labor - (South Carolina) Hazzard Marine in 
Georgetown, SC, cited by US Department of Labor’s OSHA for 32 safety and 
health violations; more than $59,000 proposed in fines. The U.S. Department of 
Labor’s Occupational Safety and Health Administration cited Hazzard Marine LLC 
with 32 safety and health violations and proposed $59,200 in penalties following a 
complaint which prompted May 2013 inspection of its Georgetown, South Carolina 
facility. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=24888 

46. September 26, U.S. Department of Labor - (New York) US Labor Department’s 
OSHA cites 7 Trade Fair Supermarkets in Queens, NY, for laceration, eye, exit 
hazards; proposes $128,000 in fines. The U.S. Department of Labor’s Occupational 
Safety and Health Administration cited Trade Fair Supermarkets stores for 40 
workplace safety standard violations at 7 of its Queens, New York, facilities and 
proposed $128,000 in penalties following inspections which began in March. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=24885 

47. September 25, Marietta Daily Journal - (Georgia) Police: AT&T employee stole 
phones. The Kennesaw Police Department arrested and charged a Marietta woman 
September 19 after an internal audit identified $16,664 worth of iPhones and Samsung 
Galaxy mobile device thefts from the Global Solutions/ AT&T retailer where she was 
employed. 

Source: http ://mdj online.com/view/full story/236 89729/article-Police— AT -T - 
employee-stole-phones?instance=secondary story bullets left column 
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Dams Sector 



48. September 27, Associated Press; Battle Creek Enquirer - (Michigan) Pipeline 
company responsible for 2010 oil spill in SW Michigan buys dam along 
Kalamazoo River. Calgary, Alberta-based Enbridge Inc. discussed plans to repurpose 
about 40 percent of the Ceresco Dam in Michigan September 26 after purchasing the 
dam. The company is working to fulfill an order by the U.S. Environmental Protection 
Agency for additional dredging to clean up the Kalamazoo River after more than 
800,000 gallons of oil spilled into it when an underground pipeline ruptured in 2010. 
Source: 

http://www.tribtown.com/view/storv/86858beeld6e4ed2afl76ca4aa8e3b20/MI-Qil- 

Spill-Enbridge 
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49. September 26, Associated Press; Decatur Herald & Review - (Illinois) Crews work to 
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repair Lake Decatur dam. Continued work on the Lake Decatur dam in Illinois to 
create a barrier to keep invasive Asian carp at bay is scheduled for completion by fall 
2014 and includes fixing concrete and repairing erosion damage. Water management 
officials are doing preventative maintenance work instead of replacing the entire dam. 
Source: http:/Avww'.bnd.com/201 3/09/26/28 1 8691/crcws-work-to-rcpair-lake- 
decatur.html 
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Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 



About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support@ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US -CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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